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Abstract—This paper describes the concept of unikernel oper-
ating systems which have come into existence by the recent
developments in cloud-computing and internet of things. First,
the growth and challenges faced by specialised operating system
demands are explored, and a review of factor influencing the
development of unikernels as a class of specialised operating
systems is provided. Then, the artechitecture of present unikernel
operating system implmentations is outlined, and the method-
ologies and design-decisions behind each unikernel operating
system are explored. Open research issues for the realization
of unikernels in the area of network security appliances are also
discussed.

Index Terms—unikernels; operating systems; internet of things;
cloud computing.

I. INTRODUCTION

Historically, multi user operating systems came into being
because hardware was expensive and thus had to be shared
between multiple users. As machines became more powerful,
the ability to run operating system on top of host operating
systems using virtual machines [1] became the popular way to
run virtualize operating systems for different uses on the same
base hardware.

Operating system virtualisation, and the popular use of hyper-
visors to virtualize popular operating systems has made the
multi user operating system less important than the pressing
operational matters such as efficiency, safety and robustness
[2] of the applications.

Cloud computing has made heavy use operating system
virtualisation to deliver applications as services over the internet,
as well as hardware and system software from centralised data
centers [3]. It is a common operational method for cloud hosting
users to build and use single-purpose images. Every VM hosts
a copy of the operating system on which the application runs.
Each VM is specialised to a particular role, e.g., a database,
a webserver. Scaling out a particular role involves deploying
cloned copies of the virtual machine.

While operating system virtualization is useful, it adds another
layer to the technology stack and further removes the appli-
cation and more importantly, the developer from the actual
hardware. A lof of these intermediary layers were added over
time (eg: disk standards from 1980s that are now obsolete), and

kept there for backward compatiblity and more likely inertia
[4].

There has been an increased efort to break up operating systems
to smaller, manageable pieces to make sharing of service
components by guests configurable and auditable, making
exposure to risk explicit, and access to the hypervisor is
restricted to the least privilege required for each component
[5].

Energy efficiency in data centers that provide cloud computing
facilities is another active area of research [6] and industry focus
[7], that is directly impacted by use of virtual machines that
are oversized and duplicate an entire computer infrastructure
to run what is often a single application not only on hardware
but also virtual machine image (VMI)configuration [8]. Power
consumption and energy efficiency improvements of 70% have
been observed by using a different (smaller) size of virtual
machine for the same workload [9], which opens up the
questions regarding the effectiveness of using a general purpose
operating system to run specialised cloud applications.

The other major concern, that is the focus of this paper is
the increased security vulnerability faced by cloud comput-
ing devices. The recent Heartbleed [10] and Shellshock[11]
vulnerability is an examples of such attack. The Heartbleed
is especially interesting because the vulnerability occurs in
operating systems instances even those which are purely used
as applications. That is, the BASH shell may never be used
by an actual user or even a program during the life of the
application running in the cloud.

There has been recent attempts to strip down commodity
operating system distriubtions down to the bare-minimum
required to run applications. Alpine Linux [12] is one such
custom, minimal GNU/Linux distribution focussing on cloud
hosting. Alpine Linux provides a security hardened kernel (via
the use of grsecurity/PaX kernel upgrades), a small virtual
image size by using µlibc (a leaner alternative to the default
libc suite) and restricted shell environment by using busybox.

Mini-OS [13] is a tiny OS kernel distributed with the Xen
Project. Mini-OS is a specialised system domain running on a
Xen host used in order to disaggregate the control domain. Mini-
OS has provided the inspiration and basis for the development
of Unikernels such as ClickOS and Rump Kernels.
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Fig. 1. Compare the software layers in virtual machine appliances vs a
unikernel’s (MirageOS) stand-alone kernel compilation approach
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Fig. 2. Unikernels

II. WHAT IS A UNIKERNEL

Unikernels [14], [15] are a new approach to developing
and deploying single-pupose appliances that are compile-
time specialised into standalone kernels, and sealed against
modifications when deployed to the target platform. The
actual application is compiled with the OS and deployed as
a single-purpose system. They are built by compiling high-
level languages along with the run time configuration directly
into machine images that can run directly on bare metal, or
hypervisors.

Unikernels offer significant reduction in virtual image size,
improve efficiency and security, and help reduce operation
costs.

The unikernel approach builds on the ideas brought forward
by library OSs [16] (e.g.: Drawbridge by Microsoft).

The idea of a small, application specific operating system
is not new, previous work on exokernels [17] has tried to
bring out the cost associated with general purpose operating
systems. However, by targeting standard hypervisor instead
of hardware, unikernels avaoid the problems encountered by
traditional library OSs like Exokernels and library OSs.

III. DIFFERENT UNIKERNEL IMPLMENTATIONS

A. Mirage OS

Mirage OS is a library operating system written in OCaml
programming langauge that provides the driver functionality
required for cloud operating systems in that language. The
build system compiles the code into unikernels that run on
commodity clouds. The main claim of this unikernel system is
that it combined static type-safety afforded by OCaml langauge
with a single address-space layout that be made immutable.

By making the configuration decisions explicit and pro-
grammable in a host language, MirageOS avoids the need
to edit disparate configuration formats at run time. By the
virtue of using a single programming language for application
development and configuration, the entire system can be
statically analysed and optimisations can be applied, resulting
in a big reduction in effort needed to configure complex multi-
service application VMs.

Comaptiblity with external systems is achieved via standard
network protocols such as TCP/IP, instead of attempting to
support POSIX or similar application construction standards.

Benchmark implementations of standard cloud applications
has shown impressive speed gains while reducing the virtual
machine image by orders of magnitde. For instance, the
MirageOS BIND 9 DNS server at 200KB outperformed a
traditional VM image(400MB) by 45%.

MirageOS unikernels are compact enough to boot and respond
to network traffic in real time. Mirage boots in under 50
milliseconds, which makes an intriguing platform to develop
cloud applications that need horizontal scaling on-demand.

B. Jitsu

Inspired by the success of MirageOS in developing low-
latency, very small system images, the developers of MirageOS
developed Jitsu[15] – a system for securely managing multi-
tenant networked applications on networked embedded systems.
Jitsu rearchitected the underlying Xen virtulisation toolstack
to lower the resouce overheads to fit the embedded scenario.

Embedded systems are often power-constrained, require soft
real time performance and are designed around a monolithic
firmware model that force whole-system upgrades. General
purpose virtual machines do not meet many of these require-
ments.

Using the MirageOS OCaml libraries as the basis for develop-
ment, Jitsu developers were able to develop various network
services such as directory service, web server while achieving
very good results in terms of throughput, power usage, service
startup latency and security.
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Fig. 3. In the above case, rump kernels provide the support necessary for
running applications without requiring a full OS

C. Rump kernel

Rump kernel by Anttee Kanttee [18] enables the developer
to build the software stack while providing the most of the
driver-like components such as POSIX, PCI device drivers,
TCP/IP and SCSI protocols stacks. The developer using this
stack bring their application source code. During the build
process, the application code is compiled with the operating
system drivers. The output of the build system is a single binary
disk image which can then be deployed on a cloud provider
using a hypervisor manager like Xen.

D. IncludeOS

IncludeOS [19] is a minimal, service oriented, library operating
system specifically designed for cloud services. This library
OS is written in C++. As bootable image consisting of a DNS
server and the Operating system components required to make
the application work have been built under 158kB.

E. ClickOS

Hardware based network appliances (sometimes called mid-
dleboxes) are very popular [20]. The middleboxes support
a diverse set of functions ranging from firewalls, intrusion
detection system, rate limiters and load balancers, caches and
proxies. However, they tend to be costly, difficult to manage
and their functionality is very difficult to change. The recent
trend is towards network function virtualization (NFV) which
turn these middleboxes into software-based, virtual entities.
Researchers have found that, in enterprise networks a large
number of middlebox deployments (upto 90%) doing network
processing can be outsourced as a cloud service with very little
performance penalty (1.1ms additional latency) [21].

ClickOS proposes a new network function virtualization based
operating system platform. ClickOS virtual machines are small
(5MB), boot quickly (30ms), and little delay (45 ms) and over
one hundred of them can be run on a single commodity server
while saturating a 10Gb network pipe. [22]. ClickOS has shown
that it can handle millions of packets per second.

NFV platforms, by design, must support multi-tenancy to be
able run software from both the operator of the service as well
as potentially untrusted third parties. They must be able to
accomodate a wide range of OSes, APIs and software packages.
A key observation made by the developers of ClickOS is that
developing middleboxes over popular, open source, and general
purpose operating system such as Linux is a complex task.
Moreover, middleboxes require very little OS functionality
beyong the network connectivity. The authors identified the
following as the core requirements for a NFV that can perform
a wide range of middlebox processing:

• Driver support to be able to handle different types of
network interfaces

• Basic memory management to allocate data structures
• A scheduler that can switch between running click nodes

and servicing interrupts fron network interface cards.

F. Erlang on Xen

Erlang [? ] is a concurrent programming language designed
for programming large-scale distributed soft real-time control
applications. Erlang has a virtual machine called BEAM similar
to Java virtual machine (JVM).

Erlang on Xen is a compatible Erlang VM capable of running
as Xen guest OS. With this customised VM, applications can
written in a BEAM compatible language, typically Erlang,
which have a typical startup time less than 100 milliseconds.
This startup latency is 100-1000 times lower than that of typical
Linux virtual machine. The image sizes are also much smaller
(1MB) compared to 100MB of a lean Linux virtual mahcine.

G. HalVM

Haskell Lightweight Virtual Machine (HalVM) is a port
of the Glasgow Haskell Compiler (GHC) toolsuite. With
HalVM, developers can write applications that compile down
to lightweight virtual machines that can directly on the Xen
hypervisor.

H. OSv

OSv is another open source operating system designed specifi-
cally for the cloud. OSv has a single address space. This means
that OSv does not switch mappings when the processor stops
running one process and starts running another. Similar to other
unikernel designs, OSv does not maintain different permissions
for the application and kernel.

The virtual machine images for OSv based appliances are small,
often adding about 12-20MB to the application itself.



TABLE I
UNIKERNEL IMPLEMENTATIONS

Unikernel Language Target
Mirage OCaml Xen, POSIX, WWW/js
OSv C Xen, KVM
Rumpkernel C Xen, Linux Kernel, POSIX
ClickOS C++ Xen

Standard cloud applications can be compiled with little or no
change to run as OSv appliances. Typical examples are: redis -
key-value datastructure server; Cassandra - a full-scale NoSQL
database; memcached - a popular in-memory key store.

I. Unikernel implementation comparison

IV. UNIKERNEL APPLICATIONS

From the above implementation examples, we see that uniker-
nels provide a number of benefits [23] over traditional VMs
in a cloud setting as well as on a bare-metal configuration:

• Smaller footprint
• Improved security
• Fine grained optimisation
• Fast boot times

Unikernels have been used for a wide ranging applications –
database servers, network services, custom web applications,
and network middleboxes.

V. NETWORK SECURITY APPLIANCES

We have seen from ClickOS’s example that network appliances
can benefit immensely from unikernel approach to building
software.

Network security appliances like intrusion detection system
(IDS) and intrusion prevention system (IPS) are highly spe-
cialised software applications whose primary task is to listen
to network traffic and take actions based on pre-defined rules.
Often the only software running on a physical server running
these software [24] is the IDS system. By deploying these
systems as unikernels, we can hope to achieve better security,
higher throughput.

A. Suricata

Suricata [24] is a high performance network intrusion detection
system (IDS), intrusion protection system (IPS) and network
security monitoring engine. Suricata, is often configured an
intrusion detection system. Suricata implements a signature
language to match on known threats, policy violations, mali-
cious behaviour and can detect many anomalies in network
traffic. Suricata is capable of inspecting multi-gigabit traffic
by leveraging multithreaded programming. Further speed is
gained by using hardware accelaration throug PF_RING and
AF_PACKET kernel extensions.

Hardware running Suricata is often deployed as a single purpose
middlebox. Suricata can make use of extra CPU cycles and
memory that is used by the redundant parts of the operating
systems. This brings us to question of whether we can use
the unikernel approach to convert Suricata middlebox to a
unikernel.

The MirageOS approach would not work for Suricata, because
Suricata is a complex piece of software that is written using
C programming language and assumes many POSIX syscalls
to be available for proper functioning, while the current imple-
mentation of MirageOS assumes that the unikernel appliance
would use OCaml libraries for it’s complete development.
ErlangOnXen and HalVM also suffer from the same, language
dependency problem.

ClickOS, from it’s design goals, appears to make a strong case
for use a base for developing an intrustion detection system
middlebox. However, ClickOS focusses on providing a toolkit
for the developers to build new systems and does not really
attempt to provide any kind of interfacing to existing codebase.

Of the remaining, Rump kernel and OSv appear to be the most
promising when it comes to converting existing applications
(written in variety of languages – C, Java, PHP, Python, Go,
Rust etc.,) to standalone unikernel appliances.

VI. CONCLUSION

The advent of cloud computing combined with concerns about
operational efficiency, energy efficiency, heightened need for
security in web facing applications and appliances has prompted
a fresh look into use of highly specialised operating systems.
Some unikernels (e.g., MirageOS, HalVM) promise to provide
these benefits by advocating a cloud/hypervisor/application-
first operating system while some others (Rump kernel, OSv)
provide mechanisms to leverage existing codebase to provide
similar outcomes.

We investigated these unikernel implementations with specific
intention of finding suitable platform for converting an intrusion
detecion system (i.e., Suricata) into a unikernel.

We have found encouraging evidence that Rump kernel and
OSv might offer the best return on investment for developing
a unikernel based intrusion detection system.
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